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The effect of privacy legislation on observational research

Andrea S. Gershon MD MSc, Jack V. Tu MD PhD

n 2000, the Canadian government passed the Personal In-
formation Protection and Electronic Documents Act,
which was designed in part to address important privacy
and confidentiality issues in medical research. Since then, all
provinces have either adopted this legislation or passed privacy
acts of their own. When this legislation was initially passed, it
was viewed with considerable concern by observational re-
searchers who work with secondary personal health informa-
tion such as data from disease registries, medical charts or ad-
ministrative databases. They were concerned that an overly
conservative interpretation of this legislation would limit the
scope and quality of their research to the point that it would not
be effective, accurate or worth the investment of scarce re-
search dollars and that consequently society would suffer from
the loss of an important source of medical progress. Now, al-
most 8 years later there is emerging evidence that this concern
was warranted even though the ultimate impact of this and
other privacy legislation in Canada remains to be determined.*
It is important to protect privacy, and privacy legislation in
Canada and other developed countries has been very success-
ful at raising awareness and enforcing respect for privacy
among medical researchers. Many governments have passed
laws designed to protect people’s privacy within the past

Key points of the article

+ Privacy legislation has been passed in many countries to
protect the privacy and confidentiality of patient information
in medical research.

« Conservative interpretation of such legislation may serve as
a barrier to many types of observational research such as
studies where it is not practical to get written informed con-
sent from all people included.

* Privacy guidelines and education for researchers, research
ethics boards and data custodians and exploration of alter-
native strategies to the traditional “opt-in” written informed
consent model may help to preserve this important source of
medical progress.

Box 1: Factors affecting the practicability of obtaining
informed consent from participants in observational
research*

» Size of the study population

» Proportion of participants likely to have relocated or died
after their personal information was originally collected

« Risk of introducing major bias into the research, thereby
affecting the validity of the results and the extent to which
they can be generalized

 Risk of creating additional threats to privacy by having to link
otherwise de-identified data to nominal identifiers to contact
patients or their surrogates to obtain consent

« Risk of inflicting psychological, social or other harm by
contacting patients with particular conditions or families in
certain circumstances

« Difficulty of contacting patients or their surrogates directly
when there is no existing or continuing relationship with
them

« Difficulty of contacting patients or their surrogates through
public means, such as advertising and notices

» Requirements for additional financial, material, human,
organizational and other resources to obtain consent,
imposing an undue hardship on the research team or
organization

decade based on similar privacy principles (Table 1), and
these laws appear to have been effective. Although it has not
been studied formally, there have been very few violations of
privacy in medical research brought to the public’s attention.?
This is in contrast to privacy violations in other areas such as
business and government.® In addition, those violations re-
vealed in medical research were clearly because of noncom-
pliance with current privacy legislation.>

Unfortunately, privacy legislation appears to have had a
detrimental effect on some types of observational research,
such as research for which a waiver of informed consent has
been pursued. This is research in which, for various reasons,
obtaining consent from study participants is not practical (Box
1).* Therefore, to maintain the balance of harms and benefits
crucial to all research, a waiver is permitted. Of course, in
these cases, any risk of harm to participants must be minimal
and other means of preserving privacy must be used. Although
accepted by many as necessary, the use of such waivers is con-
troversial to privacy advocates because it denies study partici-
pants the choice to accept or refuse the risks that may result
from a privacy breach, however unlikely, and yet the partici-
pants are still exposed to those risks.> A privacy breach (the in-
tentional or nonintentional accessing of participants’ personal
information by an unauthorized person) could lead to prob-
lems such as psychological stress, embarrassment and insur-
ance discrimination. Therefore, to ensure that waivers are not
used indiscriminately, most privacy legislation specifically ad-
dresses in what situations they can be used. Unfortunately,
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conservative interpretation of this legislation has been cited as
a primary reason why many research ethics boards and data
custodians have refused to grant waivers. This has inhibited
researchers’ access to medical records or databases. In an in-
creasing number of examples, such refusal has resulted in de-
creased participation, selection bias (Table 2), incomplete re-

search and dismantled disease registries.>*™* Fortunately,
there are not many published examples from Canada; how-
ever, we are still in the relative early days following privacy leg-
islation. Until this legislation is tested and precedents are set,
the potential for further detrimental effects on observational

research remains.

Table 1: Examples of international privacy legislation

Jurisdiction Privacy legislation Year Website

Canada Personal Information Protection and Electronic 2000 WWW.privcom.gc.ca
Documents Act

United States Health Insurance Portability and Accountability 1996 www.hhs.gov/ocr/hipaa
Act Privacy Rule

European Union European Union Privacy Directive 1995 eur-lex.europa.eu

Australia The Privacy Act 1988 WWW.privacy.gov.au

(amended in 2001)

Table 2: Examples of studies in which decreased participation or selection bias of the study population was found as a result of a
requirement for informed consent

Nature of the informed

Participation

Groups against which

Author Year Country Population consent requested rate, % a selection bias was found
McKinnery et al® 2005 England 422 consecutive patients Parents or guardians were 43 Healthier patients,
admitted to 7 pediatric  asked for signed consent to children aged 10-14 years,
intensive care units share patient-identifiable and those with shorter
information with a clinical hospital stays
audit database
Tu et al' 2004 Canada 7108 patients with acute Written informed consent to 44 Older patients, those who
stroke presenting to the participate in a clinical were less alert on
emergency department  stroke registry admission, less likely to
be alive at discharge, and
whose preferred language
was not English or French
Angus et al’ 2003 Scotland 10 000 randomly Written informed consent to 25 Older patients, women,
selected adults complete a questionnaire those with higher
registered with a general about communicating their socioeconomic status
practitioner were views on health issues (to be
contacted by mail returned by patients in a pre-
paid envelope)
Woolf et al® 2000 United 1106 patients from an Written informed consent to 67 Younger patients, men,
States  urban family practice be surveyed about their those who were white and
centre general health and to have who had better health
the results linked with their
medical records
McCarthy et al® 1999  United 140 patients taking an Written informed consent to 53 Not available
States  oral analgesic were allow their medical records
contacted by mail and to be used for a study of
telephone (45 who had medication safety
suffered an adverse
event and 95 randomly
selected patients who
had not)
Yawn et al'’ 1998 United 15997 patients visiting  Written general authorization 91 Female patients aged
States  the outpatient clinic, for the use of their medical 41-64 years, patients seen
emergency department, records for mental health reasons,
or hospital of a trauma and eye care
community health centre
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Box 2: Safeguards to ensure confidentiality of personal
health data used by the Institute for Clinical Evaluative
Sciences'

o De-identification of data or, if de-identification cannot
occur, the substitution of an encrypted unique numeric
identifier for personal identifiers by a designated data
custodian

» Designation of a privacy officer to implement and monitor
compliance with all security and confidentiality policies and
practices

« Stringent physical and electronic security of data
« Limitation of physical and electronic access to the data

« Cultivation of an atmosphere of respect for privacy and
confidentiality, inclusion of confidentiality and data
protection obligations in employment contracts,
requirements for employees to sign confidentiality pledges
yearly and to receive adequate and ongoing training

« Implementation of strict policies and procedures to handle,
access, use, disclose, retain and destroy data

« Established penalties for unauthorized attempts to access or
disclose data, or to re-identify de-identified data

« Assessment of potential privacy and confidentiality risks for
every observational study

» Limitations on data use to a need-to-use basis

« Controls on disclosure of study results including the

stipulation that only aggregate results are allowed to be
reported

» Regular reviews and audits, transparency to the public, firm
oversight and approval by independent parties

The current situation may be improved in a couple of ways.
The first is by recognizing that there is a potential problem and
instituting standards or guidelines to clarify privacy legislation.”
These could be developed by representatives of research ethics
boards, researchers, research organizations, ethicists, privacy
advocates and members of the public. In addition, education of
research ethics boards and data custodians would help them to
understand and apply legislative rules. A second approach would
be to educate research ethics boards, data custodians and the
public about methods that preserve privacy other than traditional
“opt-in” informed consent so that they might be considered ac-
ceptable alternatives. Some organizations, like the Institute of
Clinical Evaluative Sciences in Toronto, Ontario, have been using
such methods to safeguard data for many years (Box 2).** Re-
searchers should also be taught these methods so that data secu-
rity breaches do not occur.? Security breaches are not only awful
for the participants involved but also damage public trust in the
research community and will invariably lead to tighter restric-
tions on data access. In addition, new ways of informing and
gaining support from the public for observational research
should be developed and evaluated. For example, some groups
have adopted an informed “opt-out” policy in lieu of informed
“opt-in” consent. This is where educational brochures, easily
available in public spaces (e.g., hospital waiting rooms or nurs-
ing stations), describe observational research projects, and a
contact name and telephone number are published so that pa-
tients can call for further information or to request exclusion;
otherwise, their data are included by default.”
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In summary, almost 8 years after its introduction, there is
some evidence that conservative interpretation of privacy legis-
lation has had detrimental effects on observational research in
Canada. Luckily the published effects have been relatively
small; however, problems in other countries suggest that the
situation could become a lot worse. Observational research has
led to numerous important advances in the field of medicine,
and its methodology is considered the best approach to ad-
dress many types of research questions. Preserving privacy is a
very important societal objective but it can be done without sac-
rificing such research. We suggest that standards or guidelines
that clarify privacy legislation and alternate methods of preserv-
ing privacy and confidentiality may improve the current situa-
tion and preserve this important source of medical progress.
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