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Computer viruses:
Immunize yourself!

In the June 2 issue of CMAJ
(158:1522) I discussed computer

viruses and the ways these infections
spread. This time I’ll describe ways to
counter viruses. Please note that the
threat for each networking environ-
ment is unique and that the following
guidelines don’t cover all contingen-
cies. If the data contained within your
network are “mission critical” or the
network itself is essential to your
practice, a site survey by a security
specialist should be considered.

Think ahead!

To prevent disaster, develop a plan
to deal with viruses before they be-
come a problem. It should include a
threat assessment, an overview of the
policies in place to minimize the
threat, a description of the mecha-
nisms available to detect viral infec-
tions, symptoms of infection, con-
tainment procedures following initial
detection and recovery guidelines.

Medical offices should determine in
advance who will deal with these viral
invasions. Within a solo or group
practice this “contact representative”
can be one person, but when networks
get larger, as they do in hospitals, a
contact group should be designated.
Contact representatives’ responsibili-
ties include user indoctrination, con-
tinuing education, responding to out-
breaks and wiping out infections.

Security policies are useless unless
computer users understand the threats
associated with viruses, things they can
do to minimize them and the things
they should do if infection is sus-
pected. Continuing education is the
key — reminders of “good practices”
and threat updates should be distrib-
uted regularly to maintain awareness.

As a rule, it is prudent to provide
workers with the minimum level of
computer access needed to complete
their tasks, and the ability to add or
change programs should only be
provided to authorized personnel.

The effective use of antivirus soft-
ware is an essential component of
computer security. However, its use
must be monitored to assure that
employees are conducting checks
regularly. I often encounter infected
systems that included a first-rate an-
tivirus program, but the automated
scan routines were deactivated be-
cause they interfered with work.

As well, this software must be up-
dated because new viruses are always
being released and existing ones are
being modified to elude detection.
Updates are usually available free
over the Internet.

Back it up!

Development of a back-up routine
is the most effective countermeasure
against a variety of threats, including
viruses. Mission-critical data such as
the electronic patient record must be
backed up daily. Many viruses remain
dormant before an infection is discov-
ered, and this means the back-up file
may be infected as well. Never use an
infected backup to restore a system.

Since viruses spread when infor-
mation is communicated or trans-
ported between computers, an effec-
tive countermeasure is to isolate
critical systems from potential
threats. For example, the physicians
at a small hospital would like to have
MEDLINE access available on the
workstation in the doctors’ lounge.
This workstation is connected to the
hospital network and the network
manager is concerned about the in-
creased threat of infection associated
with the downloading of programs
and games from the Internet. In the

event of infection, electronic patient
records would be vulnerable.

A prudent solution would be to
isolate the Internet workstation by
disconnecting it from the network
or by installing a second, stand-
alone workstation that is dedicated
to Internet access only. Both tech-
niques ensure that viruses cannot be
transmitted directly over the hospi-
tal’s local area network.

These guidelines will help mini-
mize the threat posed by a computer
virus in the workplace. However,
constant vigilance is required be-
cause the threat is constant.

Email viruses

In my last column I mentioned
that even though the text of an email
message cannot carry a virus, accom-
panying attachments should be con-
sidered suspect. The article stated that
many of these warnings are hoaxes.
Unfortunately, not all of them are. 
On Jan. 29, 1998, an email virus
warning was reported that represents
a dangerous variation on this theme.
The message, with the heading “Red
Team,” stated that the attached file 
(K-RTEAM.EXE) was an antivirus
program that would inoculate com-
puters against the “Red Team” virus.
In fact, the attachment is itself a virus
and execution will infect your com-
puter if it is running the Windows
3.X operating system. This is another
illustration of the dangers associated
with executing email attachments. Al-
ways scan them with up-to-date an-
tivirus software before opening them.
— Warren Lampitt is director of infor-
mation systems at Gretmar Commu-
nications. Prior to founding Gretmar
Communications, he was an informa-
tion security officer with the Depart-
ment of National Defence. Today he
lectures extensively on network secu-
rity and encryption.
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