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The Internet and computerized database manage-
ment have enabled the compilation and analysis of
consumer data on a grand scale. Prescription data

are not exempt. In Canada, potential patient identifiers
and physician-linked prescription data stream from phar-
macy computers via commercial compilers to pharmaceu-
tical companies without the informed consent of patients
and physicians.1–3 The Alberta Privacy Commissioner
found that patient year of birth and sex, pharmacy loca-
tion, physician identifiers, third-party payer information
that identifies patient insurers and employers, prescrip-
tions and other health information are compiled from
pharmacies across Canada.2

In a recent survey, three-quarters of Canadian patients
said they did not want their health information, even though
“stripped of direct identifiers (name, address, telephone
numbers, health card number),” disclosed without informed
consent.4 Their concern is warranted. Data that have been
de-identified by removing patients’ names and contact infor-
mation can be linked with databases containing this informa-
tion by matching data elements held in common. When a
sample database containing only birth date and sex was
merged with a voting registry, 29% of individuals could be
identified.5 Identification rates jumped to 69% when general
residential area was also disclosed.5 The selling of prescrip-
tion data from pharmacies jeopardizes the confidentiality of
Canadians’ health information. Potential consequences in-
clude loss of trust within the physician–patient relationship,
direct-to-individual patient pharmaceutical marketing, and
insurance, employment and credit discrimination.6,7

Since prescription data stream across provincial and in-
ternational borders, their compilation fell under the Per-
sonal Information Protection and Electronics Documents
Act (PIPEDA) on Jan. 1, 2002.1 The PIPEDA came into
full force on Jan. 1, 2004, and now applies to all personal
information, including health information, that is collected,
used or disclosed during commercial transactions. The Act
calls for informed consent for disclosure of personal infor-
mation.1 The CMA also calls for informed consent for dis-
closure of health information.6 Pharmacists do not inform
patients that their prescription information, including po-
tential personal identifiers, are sold and do not ask patients
to provide consent. We are unaware of a PIPEDA-based
challenge to the selling of patient information by Canadian
pharmacies, but such disclosures appear to violate the in-
formed consent statute.1

When the federal Privacy Commissioner addressed sales
of prescription data that identified physicians, physician
prescribing records were deemed not to be personal infor-
mation under the PIPEDA.1 Prescribing was likened to
work products such as those of chefs.1 We believe that due
consideration was not given to the use of physician-linked
prescribing information for targeted marketing of individ-
ual physicians by pharmaceutical companies.3 Due consid-
eration was also not given to the negative influence of such
marketing on physicians’ prescribing decisions8 and the re-
sultant effects on patients, public health and the health care
system. The Canadian Pharmacists Association9 and the
CMA10 call for informed consent before physician-linked
prescribing information is sold.

Our concerns regarding the confidentiality of patient
and physician information entrusted to pharmacists led us
to examine the regulations governing the sale of prescrip-
tion data. All provincial pharmacy regulatory authorities
except that of Alberta completed our written survey in 2001
(the survey findings are presented in tables accompanying
the online version of this article [www.cmaj.ca/content
/vol170/issue5/index.shtml#COMMENTARY]). We also
examined the published policies of provincial regulatory
authorities and provincial pharmacy legislation up to July
2003. There was great variability between provinces in the
survey responses from the regulatory authorities, the pub-
lished policies of the regulatory authorities and the phar-
macy legislation regarding prescription data sales. Also,
survey responses from the regulatory authorities were not
always consistent with their own published policies and
their provincial pharmacy legislation.

Of particular interest was whether informed consent of
patients and physicians was required for prescription data
sales and the specific data elements permitted to be sold.
Only the pharmacy regulatory authorities of Saskatchewan,
Manitoba, and Newfoundland and Labrador indicated in
the survey that informed consent was necessary before pa-
tients’ prescription data were sold. The pharmacy legislation
of British Columbia and New Brunswick bans the disclosure
of “all” prescription information without patient consent.

The protection of patient confidentiality was a universal
tenet in the published policies of the regulatory authorities
pharmacy legislation of all provinces; however, what consti-
tuted an identifier was generally left open to interpretation.
In addition to name and contact information, which are ob-
vious identifiers, the British Columbia regulatory authority’s
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guidelines specifically prohibit the release of identifying
numbers, the Nova Scotia regulatory authority’s guidelines
prohibit birth date, and the Newfoundland and Labrador
regulatory authority’s standards prohibit (since 2002) identi-
fying numbers, birth date, and service, intervention and visit
dates. The New Brunswick regulatory authority reported in
the survey that there were no regulations regarding which
data elements could be disclosed. The regulatory authorities
of British Columbia, Saskatchewan, Ontario, Prince Edward
Island, and Newfoundland and Labrador reported in the
survey that birth date, sex and identity of third-party payer
were permitted to be sold.

Only the regulatory authorities of Saskatchewan, Mani-
toba and Nova Scotia reported in the survey that consent
was necessary before physician-linked prescribing data
were sold, and the regulatory authority in British Columbia
indicated that the release of physician identifiers was not
permitted. The pharmacy legislation of New Brunswick
bans disclosures without physician consent, whereas the
regulatory authority guidelines in Saskatchewan, Prince
Edward Island and Nova Scotia specifically allow the dis-
closure of physician-linked prescribing records without
consent. The regulatory authorities of Ontario, Quebec,
Prince Edward Island, Nova Scotia, and Newfoundland
and Labrador reported in the survey that the sale of physi-
cian identifiers was allowed.

The economic interests of those who benefit from the
disclosure of patient and physician-linked prescription infor-
mation should not supersede the right of patients and physi-
cians to have personal information in pharmacy records held
in confidence. The confidentiality of patients and physicians
will be adequately protected only if informed consent is re-
quired in order to release potential personal identifiers from
pharmacies. Software exists that can produce anonymous
databases that would preserve confidentiality while allowing
medical researchers to use the information.5,11

There is a need for a thorough review of the many issues
associated with the confidentiality of personal health infor-
mation12 and especially prescription data sales by Canadian
pharmacies. A committee established by Health Canada
with the goal of generating national standards would be an
appropriate vehicle for studying this issue. The review
should not be left in the hands of the pharmacy regulatory

authorities, many of which allow the sale of potential patient
identifiers or physician-linked prescribing data without in-
formed consent. Physician organizations such as the CMA,
information technology and legal experts, and consumer ad-
vocacy groups should play major roles in the process. In
light of advancements in database management, we recom-
mend the first step be a PIPEDA ruling on the legality of
sales of patients’ personal information from pharmacies.
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